https://www.halvorsen.blog

DAQ and OPC
Overview

Hans-Petter Halvorsen



Table of Contents

Introduction
TC-01 Thermocouple Temperature Sensor
USB-6008

OPC DA
— MatrikonOPC Simulation Server (OPC DA Server
— OPC DA in LabVIEW

OPC UA
— OPC UA Server Simulator
— OPCUAIn LabVIEW
— OPC UAin Visual Studio/C#
— OPCUAin MATLAB

OPC in a Network




https://www.halvorsen.blog

Introduction

Table of Contents Hans-Petter Halvorsen



What is OPC?

OPC - “Open Process Control”/“Open Platform
Communications”

A standard that defines the communication of data
between devices from different manufactures

Requires an OPC server that communicates with the
OPC clients

OPC allows “plug-and-play”, gives benefits as reduces
installation time and the opportunity to choose products
from different manufactures

Different standards: “Real-time” data (OPC DA),
Historical data (OPC HDA), Alarm & Event data (OPC AE),
etc.



Basic OPC concept

We have OPC Servers, and we have
OPC Clients.

Data are sent between the OPC Clients (OPC Client

and the OPC Server

/ (OPC Client
OPC Server

G- OPC Client

Data Repository

Send Data (Write) to OPC Server
or Retrieve Data (Read) from OPC Server



OPC DA (Data Access)
The most common OPC specification is OPC DA, which isused to read and write “real-time”
data. When vendors refer to OPC generically, they typically mean OPC DA.

e OPCHDA (Historical Data Access)

 OPCA&E (Alarms & Events)

* ...(manyothers)

These OPC specification are based on the OLE, COM, and DCOM technologies developed by
Microsoft for the Microsoft Windows operating system family. This makes it complicated to
make it work in a modern Network! Typically, you need a Tunneller Software in order to share the
OPC data in a network (between OPC Servers and Clients)

OPC UA (Unified Architecture)

OPC UA eliminating the need to use a Microsoft Windows based platform of earlier OPC
versions. OPC UA combines the functionality of the existing OPC interfaces with new
technologies such as XML and Web Services (HTTP, SOAP)



“Next Generation” OPC

“Classic” OPC “Next Generation” OPC
- OPCDA o
~ OPCHDA | —  OPCUA |
~ OPCA&E

—/
... (Many others)



Typical OPC Scenario

PLC PAC, DCS SCADA

Data

$ Data Acquisition

Actuators and Sensors

- - Data ‘) OTC—ClIent
El—? == =




Data Acquisition (DAQ)

Sensors, etc.

FC-BEASED DATS ACAUISITION Your App created with LabVIEW
IMPUTOUTPUT SIGHALS HARDLWARE w SOFTWIARE

et

AMALOG .
sl
DIGITAL o
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TIMER W
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ADA : L m nsist M’ g NI TC-01 Thermocouple \ ,
1. Physicalinput/output signals, sensors . \)sB-6008 Device NI DAQmx Driver

DAQ device/hardware
Driver software
Your software application (Application software)
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Use Case Scenario for DAQ and OPC System

Factory A, Porsgrunn Headquarter, Drammen
| OPC DA | > pEe |
; [ SensorA1 -+ e Criont i | i
5 | | \ | OPCUA !
! L I R Server
i [ Sensor A2 ]—' WQtPCCLlJ.A . . T E . :
: e = E """" CoTTTTR y '““““‘":“ The Process Manager sits
L o e ! \ *s.| in his office and Monitoring
o e ------------ and Analyzing Data for the
Factory B, Bergen OPC DA entire System.
Read Client -

| OPC UA

f\f Read Client
‘ |Ill-

A typical factory can include both OPC DA and OPC UA parts Office Building, OSLO

| opcua .
; [Sensorm] Write Client | !
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TC-01 Thermocouple Sensor

TC-01 Thermocouple Temperature Sensor is made by NI, the
same company that develop LabVIEW

Sample Rate: 4 Samples/S _

https://www.ni.com/en-no/support/model.usb-tc01.html

Datasheet: https://www.ni.com/pdf/manuals/374918b.pdf



https://www.ni.com/en-no/support/model.usb-tc01.html
https://www.ni.com/pdf/manuals/374918b.pdf

Getting Started with TC-01

The following window should pop up automatically when you plug in your NI
USB-TCO01 device in your USB port (if not, select “TC01Launcher.exe”):

@@ Mational Instruments EI' = '@
MNATIOMNAL
NI USB-TCO1 ﬂnsrnumsms
- NI USB-TCO1
i Temperature Logoger
Themocouple Measurement Device from Mational Instruments.

ﬂ LabVIEW Example
IIIIII Temperatures Logoger
Do More with your -
o NI USB-TCD1

[]_lrrerrt Reading

Thermocouple
Configuration 23.1°C E ’ J E

Device Information:

Serial Mumber: E016318BA

Firmware Version: 1.0.0f1

Device Support == = 2010 Mational Instruments. All ights reserved.




Built-in Temperature Logger

The TC-01 comes with a built-in Temperature Logger (No Driver or programming needed):

m NI Temperature Logger: 001631884

Device:0x016318BA
J

=

Log Data

Log File Directorny
m :WHi TTiler My Documents

Download additional
applcations

NI USB-TCO1 Temperature Logger

B e | 5
"?’ MNATIOMAL
’ INSTRUMENTS
302 —
28 —
O 26—
sl
=2 24— -
=
o
1= 22—
a
=
20—
181 — 1 1 1 1 1 1
1405 27 140537 140547 140557 14: 10:07F A14:10:17 141027

Curmrernt Reading

251

Time (seconds)

B Stan

= 2010 Mational Instruments. All ights reserved.




Measurement & Automation Explorer (MAX)

<

Ml USB-TCO1 "Dev1” - Measurement & Automation Explorer

= E

File Edit Wiew Tools Help
a Bl My Systemn
. [all Data Meighborhood
4 @' Devices and Interfaces
ASRL1:INSTR "COMIT"
ASRL2:INSTR "COM2"
G FEACTGMETHE P =
!E Ml USB-TCOD1 "Devl"” 1
-
2 Metwork Devices
- 4.4 Scales
- &1 Software
- B8 Remote Systemns

sy
H o Refresh'-l [ Self-Test Test Panels... | {aif Create Task.. & Confi TEDS.
G [ l 3 =l iy gure

R S S S e

Settings

MName Devl

Vendor Mational Instruments
Model NI USB-TCO1

Serial Number 016318BA

Status Present

EBE:I{

NI-DAQMX Device

Basics

What do you want to do?

PRun the NI-DAQMX

Test Panels

FPRemove the device

Mview or change
device configuration

» = Hide Help

E=

Test Panels : NI USB-TCO1: "Devl"

Analog Input

=] Settings =] Attributes

Make sure that your device can be located
in MAX. Run a “Self-Test” and use the “Test
Panels” to make sure the device works

properly.

Amplitude vs. Samples Chart

Start

Auto-scale chart

M stor

Close




LabVIEW DAQ Assistant

F
Ly k

DAC Assistant
cdata k

e

When you place the DAQ
Assistant on the Block
Diagram, a Wizard
automatically pops up
where you configure what
you wanttodo,i.e., if you
want to Read or Write
Data, Analog or Digital
signals, which channel
you want to use, etc.

Create Mew Express Task...

NI-DAQ

DAQ Assistant

Select the measurement type for the
task.

A task is a collection of one or more wvirtual
channels with timing, triggering, and other
properties.

To hawve multiple measurement types
within a single task, you must first create
the task with one measurement type. After
vou create the task, click the Add
Channels button to add a new
measurement type to the task.

MNATIOMAL
INSTRUMENTS™

i@ Acquire Signals i

= Analog Input
&} Voltage

=  Temperature

1

ld‘ Iex Thermistor

jv+ RTD

[ i Thermocouple

Ir  Vex Thermistor
Strain

Current

Resistance
Frequency

Position

e F ¥

Sound Pressure -

< Back |[ Mext > Firish




D

0 Select Input/Output Typewsriditas-

Create Mew E

NI-DAQ"

DAQ Assistant

LabVIEW DAQ
Assistant

= Acquire Signals s

Select the measurement type for the

task. = Analog Input

&1 Voltage

= Temperature

A taslk is a collection of one or mere virtual
channels with timing, triggering, and other
properties.

Teo have multiple measurement tvpes
within = single task, you must first creste i
the task with one measurement type. Aftar
wou create the task. click the Add
Channels button to add a new

m

Iex Thermistor

—— ] v Bl e —— 1

measurement type to the task. [ J¢ Thermocouple w
T === P VR TR = = | DAa Asssant - Set Properties
Strain 2 o = = x
Undo Run Add Channels Remove Channels
Current

EEack

Measuring
Temperature with
a Thermocouple

|{ Express Task | £ Connection Diagram |

Resistance
Channel Value -

Temperature 0

Frequency

Position

A thermocoupls is created
. when two dissimilar
metals touch, and the
contact point produces =
small open-circuit
woltage that corresponds
to temperature.
Thermocouple
measurements require
sensing of the cold-
junction temperature
where the thermocouple
wire is connected to the
measurement system.
Therafore, signal
connaction accessories
should include an
accurate cold-junction
sensor, and should be
designed to minimize

pekkFE ¥

Soumel D Lir,

Create Mew Express Task... Table El Display Type

MEDARQ (2) Select Channel T

—

m

Configuration | Triggering | Advanced Timing | Loaging |

Details B
Temperature

i BE Physical |

Select the physical channel(s) to

Setti
add to the task. ettings

S
r Supported Physical Channels ‘
I -

If you have previously configurad

Dew1 {(USB-TCO1)
alobal virtual channels of the

same measurement type as the
task, click the Wirtual tab to add
or copy global virtual channels to
the task. When you copy the
global virtual channel to the

task, it becomes a local virtual El Other signal conditioning
channel. When you add = global requirements include -
virtual channel to the task. the = CIC Source =

task uses the actual global ik the Add & ls bustton Bultin  [+] BB ~

virtual channel, and any changes
to that global virtual channel are
reflected in the task.

If you have TEDS configured,
click the TEDS tab to add TEDS
channels to the task.

For hardware that supports
multiple channels in a task, you
can selact multiple channals to

add to a task at the same time.

R ————

<Ctrl= or <Shift> dick to select multiple channels.

klext >

Cancel

{(+} fo add more channels fo
the

S —————

yS

Thermocouple Type

Acquisition Mode
1 Sample (On Demand)

. —
r Timing Settings 1
|
\

any temperature
gradients between the
cold-junction sensor and
thermocouple wire
connections.

CIC Source specifies the
=ource of cold-junction
compensation:

* Constant—The cold-
junction temperature
must be spacifisd
vith €IC Value.

Built In—a CI1C
channel built into the
terminal block is
used.

I—a wirtual

s Ch

m




Read Data from TC-01 Device

File Edit WView Project Operate Toels Window Help
= | 1 20| lwa|fg* F || 15pt Application Font |+

Murmeric Indicatﬂ-r|
DEL




Not working after you got a new Device?

Solution, Alt 1: Open MAX (Measurement & Automation Explorer) in order to Fix-it!

Delete Old Device ® @

@ File Edit View Tools Help
ﬁ ﬁ a B3 My Systern H

™
K
Data Meighborhood
. . - File Edit View Tools Help ’ E . J
File Edit View Tools HE|FI 4 B Devices and Interfaces
¢ B My System H ASRL1:INSTR "COM1" Setting
4 B3 My System > (8l Data Neighberhood wg ASRL10zINSTR "LPT1"
. — 3
&®' Devices and Interfaces m "
H E DEtE. NEIghbthDDd ASRLI-INSTR “COM 1" o |, MI USB—TCG'I. Drev? llfit| S [WETES
4 g Devices and Interfaces wgy ASRLIG:INSTR "LPT" . 5. lNetwork Devi b5 o
ASRLT:IMSTR "COMI" & NIUSB-6008 "Dey Ty » “d Scales Est Fanels.,
; @ NIUSB-TCOT el 2| o > & Software 3
T ASRL10:IMSTR "LPT, L Network Devices [Zh| Self-Test . B8 Remote Systems {% Create Task... 1
ti& NI USB-6008 "Devl” . 44 Scales B Test Panels... & Configure TEDS...
|, MI USB-TCO1 "Dev2” > & Software 3
- - B8 Remote Systems | Create Task.. ‘ Rename i}J
4 Network Devices & Configure TEDS...

- a4 Scales
» & Software [-F: EZZ:E ]
- B3 Remote Systems \—L}—‘
— Rename the New Device with

New Device the same Name as the Old one



Not working after you got a new Device?

Solution, Alt 2: Change the Settings in the DAQ Assistant in your LabVIEW Applica
Right-click and select “Change Physical Channel”

e DAQ Assistant Change Physical Channel

3 ] Lo B~ R - + X

: @ Undo Redo | Run Add Channels Remove Channels - Ph‘f‘SIGI Channels

F H Murmeric Indicator {7 Express Task | £ Connection Diagram 3

DAC Assistant s — g ted Physical Ch I
data - ] = ” Channel Value ~ Hppor YSia NS 1
= Visible ltems » Temperature 0 =~ Dev2 (USB-TCO1) -

Help
Exam ..' i..'- - .
Description and Tip...
BI’EEpriﬂt » Table w | Display Type

S ——— , Selectthe New Device

Configuration | Triggering | Advanced Timing | Logging . . .
S in the List and click OK

+| R~ petais| ?|| * | Thermocouple Setup
DAQmx - Data Acquisition Palette  p : -
rauon

Signal Manipulation Palette » Remove From Task
Create » ename.. <F0% Silled Units
REFI'|ECE » ‘ Change Physical Channel... deg >
View By Measurement Type

Open Front Panel View By Channel Order o
Size To Text €JC Source ]
View As Icon ik the Adid Channets bution Buitn [v Current Physical Channel{s)

{+) to add more channek fo 2

et Dev1/ai0
Convert to MNI-DAQmx Task -

P _
- Acquisiton Mode Samples to Read Rate (Hz) oK Can I
Properties

15ample (On Demand) N 100 1k
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USB-6008

« USB-6008 is a DAQ Device from NI
* Can be used within LabVIEW . -
* NI-DAQmx Driver :
It has Analog and Digital
Inputs and Outputs :




USB-6008

4 different types of Signals{:ﬁr;ﬁ__ :_ﬁ%
== —
¢ AO _AnalOg OUtpUt Elwﬂnmmﬂ ||; %%II P01
aND -1|'3 {| EISr ros
* Al-AnalogInput &0 ok 0 R
o E|N2D1A| 24) II: Ml | 5313
* DO - Digital Output & |c =
A7 (815 ||5 ggll ;:g
° DI D " ll élm?nmlﬂ == b 4| R3] ero
- |g|ta npUt AO 0 I:L’J:jj S| § +25v
AO 1 = B|E 45V
GND E0|=) S| | ano
LL:: ' &:‘C_—Z;J?I




Temperature Sensors

In the Laboratory we have different types of Temperature Sensors
that we can connect to the USB-6008 DAQ device:

* PT-100
— APt100 element is a RTD that uses platinum (Pt) as the resistor
element. APt100 element is calibrated so that a temperature of 0°C
yields a resistance of exactly 100().
 TMP36
— It provides a voltage output that is linearly proportional to the
Celsius temperature.
* Thermistor

— Athermistoris an electronic component that changes resistance to
temperature - so-called Resistance Temperature Detectors (RTD).



PT-100

In the Laboratory we have a PT-100 device with Power Supply and PT-100 transducer:

Internal
terminal block

Cable clamp

[ Tme A )
Type A

N
Pt100
transducer

Pt100 elemept

/
r/

L
//
7/

o
24V PSU

Output terminals

In the laboratory we have 2
different
Transducers/Transmitters:
0—50°C » 4—20mA
0—14+0°C - 4—-20mA

1-5vouput ~ YOU Must scale the outputto a
terminals  temperature value in degree

r

~250 Q

~ T Celsius

The PT-100 device can easily be connected to the USB-6008 DAQ device with Banana cabl



TMP36

GND
SIGMAL

> FRONT

SIGMAL
GMD

BACK

2.7-5.5Vin ¢ Ground

Analog voltage out

TMP is a small, low-cost temperature sensor and cost about $1 (you can buy it “everywhere



2.0

1.8

1.6

1.4

1.2

1.0

0.8

OUTPUT VOLTAGE (V)

0.6

0.4

0.2

0

Linear Scaling

a. TMP35
b. TMP36

c. TMP37
+Vg = 3V /\‘ c

// -

)i

)

~ //

x| L

rd ~~

-50 -25 0 25 50 75 100

TEMPERATURE (°C)

This gives:

50 — 25

Y =2 =T 075

(x —0.75)

Then we get the following formula:

y = 100x — 50

125

Convert form Voltage (V) to degrees
Celsius
From the Datasheet we have:

(x1,y1) = (0.75V,25°C)
(x2,y2) = (1V,50°C)

There is a linear relationship between
Voltage and degrees Celsius:
y=ax+b

We can find a and b using the following
known formula:

y—Y1=

Y2 —V1
X2 —Xq

(x — x1)



GND
Al O (Al D+)
Al 4 (Al D)
GND
Al 1 (Al 14)
Al 5 (Al 1-)
GND
Al 2 (Al 2+)
Al 6 (Al 2-)
GND
Al 3 (Al 3+)
Al 7 (Al 3-)
GND
AD O
AD1
GND

|

B BN BN B B A

flf

| USB-6008 | T
IN. .l
—/

~ il ==

b =) [T

e Rl =
L= LR
=Ll flem ==
= =
=]~ gl =
]| ==
= |« &l =
) = ] i
== =|
= =8| =
o) = a1 B=
(=l = 1 =
) ] |
=5 =
V. N

S

P0O.O
PO.1
P0.2
P0.3
PO.4
P0.5
PO.6
PO.7
P1.0
P1.1
P1.2
P1.3
PFI O
+2.5V
+5 W
GND

ooooo

ooooo
.....
ooooo
00000
00000
ooooo
.....
ooooo
00000
.....
ooooo
ooooo
.....
ooooo
ooooo
.....

pieoqgpealqg




Plotting Example

TMP36_ex.vi Front Panel

[Z] T™P36_ex.vi Block Diagram

File Edit View Project Operate Tools Window Help
D& 0N P 99 wo @ | 15pt Application Font | e v Ggd o Sear

"
e DE
"

" ]

DAQ Assistant [Ternp [degC]

data 2 2 4k

o

_ o s
File Edit View Project Operate Tocl Windew Help :
2 & (0 I [15ptApplication Font ~ | 3w o~ &~ &9~ T a @|H H.
~
Plot 0
Temp [V] ‘Waveform Chart W
0.716134 257
245
Temp [degC] 245
216 5

237

TempldegCl
-

N7
nnllanng

20,54




Thermistor Q)

A thermistor is an electronic component that changes
resistance to temperature - so-called Resistance T
Temperature Detectors (RTD). Itis oftenusedasa =
temperature sensor.

Our Thermistor is a so-called NTC (Negative Temperature Coefficient). In a NTC
Thermistor, resistance decreases as the temperature rises.

There is a non-linear relationship between resistance and excitement. To find the
temperature we can use the following equation (Steinhart-Hart equation):

= A+ BIn(R) + C(In(R))3 WhereAB.C are constants given below [Wikipedia]

T A = 0.001129148,B = 0.000234125 and C = 8.76741E — 08




Steinhart-Hart Equation

To find the Temperature we can use Steinhart-Hart Equation:

1_ A+ BIn(R) + C(In(R))3
Tk

This gives:
1
TK — 3
A+ BIn(R) + C(In(R))
Where the Temperature Tk is in Kelvin A = 0.001129148
A, B and C are constants B = 0.000234125
' C = 0.0000000876741

The Temperature in degrees Celsius will then be:

T, = Ty — 273.15



o
< B
Ao e e o0 ° omoooooo
w{eo o o o o ° oaoooooo
:.'E...hoooooo
o o o o o ° olw o ¢ 0 0 0 o
< e o o ° e 0 0 06 0 0 0 o

S5V

‘EEE@-E-EDE-E-
14

WILL 8L 6/ OZ IZELET VT ST 9L LT BT

g %ﬂumnmmumms:;:;;a;_
L 7 o o

Al O (Al O+)
Al 4 (Al 0-)
GND

Al 3 (Al 3+)
Al T (Al 3-)

GMND
GMD
GND
AO O
AOA1
GMD




LabVIEW Example

E Steinhart-Hart Equation - Formula Mode.vi Block Diagram

[*] Thermistor10K Example.vi Front Panel = O x
File Edit View Project Operate Tools Window Help H|HTherm
Er I N | | |'|5ptAppIicationFont v | fov Tov v ghy W P H [ H o
A
Rt
10421.4
Vout
2.35
TempC
241
v
£ >
[*] Thermistar10K Example.vi Block Diagram - O *
File Edit View Project Operate Tools Window Help Therm
S & N %Y worg o |15ptApplication Font v | §ov Sigv @Bl @ 10k
A
3 O [Vout]
id
: . = ;
DAQ Assistant o
data B Stein fi23]
= = hart S
[TempC
iz
L e
v
< >

- O X
File Edit View Project Operate Tools Window Help Sheir
S & I @ P9 wa@ 7 |15pthpplication Font ~ | Bov o E9v L@ o Search O, P [hert
L

EDB i

Formula Node

float Vin = 5;
float Ro=10000;
float Rt = (Vout*Ra)/(Vin-Vout):

//Steinhart constants
float & = 0.001129148;
float B = 0.000234125;
float C = 0.0000000876741;

//5teinhart-Hart Equation
float TempK = 1/ (& + (B * In(RE)) + (C * In(RJ™3));

/{Convert from Kelvin to Celsius
float TempC = TempK - 273.15;

[/T=A+BLnR)+ CLnR)*3 > T=1/(A+B"(LnR) + C*(Ln R)"3)]
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MatrikonOPC Simulation Server

@ Matrikon'

EW Language

PRODUCTS SUPPORT TRAINING COMPANY RESOURCES DOWNLOADS LOGIN

Home > Products >

Overview

OPC Servers

OPC Archiving and Analytics

OPC Data Management

Data Connectivity Devices

OPC Security

OPC Unified Architecture (UA) i
OPC Event Management

OPC Solutions and Architectures
OPC Free Test Tools

Ordering Information

Downloads

: OPC Server Search

MIX, MATCH & MIGRATE |

OPC UA _
Classic OPC

0 item(s) In your cart.
Total: $0.00 Checkout

hone
+1.780,945,4093
Email
CustomerCare@MatrikonOPC.com

All the News right in
your inbox!

1ol

MatrikonOPC Simulation Server

Version 1.8.0.8589

OPC Simulation Server is a free utility that provides simulated OPC DA,
OPC HDA, and OPC A&E data for the purposes of testing OPC Clients.

Download Now

For Integrators, developers and others using OPC, MatrlkonOPC Simulation Server s a free
utility used to help test and troubleshoot OPC applications (cllents) and connections. Testing
applications on "live" OPC servers may result In loss of actual production data. The
MatrikonOPC Simulation Server creates an simulated environment so that In the event of a

problem, no real process data is lost. Free for use In non-production environments only. For a

production licensed and supported product, use MatrikonOPC Funnel or OPC Desktop
Historian.

The MatrikonOPC Simulation Server natively supports the OPC Foundation's OPC Security

specification. This s cruclal for Implementing secure OPC architectures.

i POWNLOADS
Get the Product Download:
OPC Simulation Server

Invaluable for testing client functionallty, the MatrikonOPC Simulation Server generates
random, ramped, and stepped values. As well, the server provides a unique "bucket-brigade"
mechanism that enables control logic testing

Communicate with multiple OPC servers and clients simultaneously:
A single Matrikon OPC Tunneller is able to communicate with multiple OPC servers or dlients
from muitiple vendors simultaneously.

Aoohcaton Aoghcanon Asvhcaten aporcaon sotason
e, G (e feriee) (o e

@

QO 0zFEE 44 xa

o Typs —[RAW] Updwerius

Seve Coriyahon [
Al Congaion
L]

MatrikonOPC Simulation Serveris a

ree utility that provides Simulated
PC DA, OPC HDA, and OPC A&E
ata for the Purposes of Testing OPC
lients.

httpsi//www.matrikonopc.com/products/opc-drivers/opc-simulation-server.aspx

Fset Stgics
totrkon Clertsi -1 Server Twwe! 10/1372004 1212127
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Matrikon OPC Explorer - Connect to Server

o~

& MatrikonOPC Explorer - [Untitied*]

Item View Help

B = | cb o = o
|

File Server Group

=z =« B | e & & &
Matrikon.OPC.Simulation.1l
=% Localhost "\\HANSHA-PC'
Matrikon.OPC.Simulation. 1
National Instruments.NIOPCS:!
National Instruments. OPCFieldPoin
SR National Instruments. Variable Engine. 1
& Network Neighborhood
B Other Network Computers

<,

[

OPC

g |
&\ | &
OPC Server ‘ OPC Security

Server Status

Server: Matrikon.OPC.Simulation. 1

Server Info 1|

IServer: Matrikon.OPC.Simulation. 1
‘Connected: No

@ MatrikonOPC

A |l

. MatrikonOPC

‘Supported OPC Interfaces

DAY roAN AsE N securi]

Problems with Matrikon Installation?
Try Disabling the Firewall

&> MatrikonOPC Explorer - [Untitled*]

/

File Server Group HIem View Help

2 X | er & & & (A

B db & = o &

Matrikon.OPC.Simulation.1

- % Localhost '"\\HANSHA-PC'

: 2 Matrikon.OPC.Simulation. 1
National Instruments.NIOPCServers
O National Instruments. OPCFieldPoint
OFC National Instruments. Variable Engine. 1
Network Neighborhood

Other Network Computers

<

1 |

@ MatrikonOPC

~OPC Server Connection

-Supported OPC Interfaces

Ml OA WHDANA&E N SECURI]

“OPC Security

| @ OPC SECURITY CHE
|

Add Alarms

Verified: Secure MatrikonOPC Server.

Explanation: This MatrikonOPC server o
data protection when configured correctly
Protect non-MatrikonOPC Servers with the
! MatrikonOPC Security Gateway.

OPC Server

OPC Security

Licen=ing

~Server Status

Server: Matrikon.OPC.Simulation. 1

Server Info |

Group Info

Fervel: Matrikon.OPC.Simulation. 1

‘Connected: Yes

tate: Running

roups: 0

otal Items: 0

urrent Local Time: 03/06/2012 10:45:26.855 A
Update Local Time: 03/06/2012 10:45:14.778 Al

MatrikonOPC Tun
Don't let DCOM stand bet]]
you and your data.

@ MotrikonOPC




MatrikonOPC Explorer Troubleshooting

Problem: “When starting MatrikonOPC
Explorer, | get an error indicating there are no
servers installed”.

Solution:

In OPC Explorer select View ->Options from the menu
bar.

On the General Tab select both “OPCEnum” and
“Registry” as the Browse Methods.

Exit OPC Explorer and restart.

Upon restarting, you should see a listing of locally
registered OPC servers.

If this stilldoes not work, remove OPCEnum as a
browse method and restart.

Options ? X
General = Data Transfer DataDisplay COM  Miscellaneous

Configuration File
> You can customize the way that OPC Explorer
@' saves and loads its files,
|:| Save current configuration on shutdown
Backup: 0 5 copies
|:| Load configuration on startup:

Filename:

OPC Server Browsing
Browsing for OPC servers {Jocallyfremotely) can be done
using either method.

OPC Enum Registry

OPC Item Browsing

Auto Browsing the OPC Server items on Group creation
can be enabled/disabled using this option.

Auto Browse

Browse Type
@ Hierarchical Browsing O Flat Browsing

Defaults Cancel




Matrikon OPC Explorer - Add Tag

@ MatrikonOPC Explorer (Group0)

T Edit View Browse
,/ ( B b o=
Tags to be added:
« Add Tags N !@
[TAGY  1tem - [Bucket Brigade.Real4 3’ Bud(e?t

Brigade.Real4
Data Type: |Empty/Default ~ [V Create Active

Access Path: I '};\I
Eilter: |_ Data Type Filter: IEmpty/Default ':I

|v \Write Access |V Read Access |~ Branches |~ Items

Available Items in Server ‘Matrikon.OPC.Simulation. 1':

g
- %> MatrikonOPC Explorer - [Untitied*]
File Server Group Item View Help
i?}tj\j\:ﬁﬁ‘%&\@@\ﬁawﬁﬂﬁ“
Group0 Contents of ‘Group0'
(L1 Ssaw-toothed Waves — =g Localhost \\HANSHA-PC' Item ID [ Access Path [ value [ Quality
(1 square Waves = Og”'kon .OPC.Simulation. 1 s Bucket Brigade.Real4 22 Good, non-specific
(Z3 Triangle Waves S S National Instruments.NIOPCServers
-(_] write Error o &= National Instruments. OPCFieldPoint
3 S National Instruments.Variable Engine. 1
i (3 write Only = 1@ Network Neighborhood
--[77 Conficiired Aliases B Other Network Computers
®as»  Available Tags l -
e Intl F' M h d
B Int2 o Ini S e
=5 Int4 5
TG Money B
a5y Reald .
B realo Double-click - - s ‘
P I =
C Server Info v— Group Info
—— iGroup: Group0
'Server: Matrikon.OPC.Simulation. 1
Connected (Async 1/0): Yes (2.0)
Connected: Yes - 5 onOP eall

tate: 1000 ms

Tip! Use the BucketBrigade Items — because they can be used for both reading and writing &&™
[




MatrikonOPC Explorer (OPC Client

-
@ MatrikonOPC Explorer - [Untitled*]

File Server Group Iem View Help

2 EIDR | 5 X O D LD

Group0 \Contents of ‘Group0'
=E -j Localhost "\\HANSHA-PC' Item ID l Access Path I Value l Quality I
i Matrikon.OPC.Simulation. 1 sy Bucket Brigade.Reald 22 Good, non-spedific

P

O National Instruments.NIOPCServers
National Instruments.OPCFieldPoint

: O National Instruments. Variable Engine. 1
+]- 4l Network Neighborhood

------ g Other Network Computers

Ikem ID | Access Path | Yalue | Qualik |

mnE R andom . Boolean False zood, non-specific

wes, Inket ] = o

Deactivate

Delete Dl

Expork Ikems

< T G

Server Info

alt+Enker

'Server: Matrikon.OPC.Simulation. 1

Properties

Connected: Yes
State: Running
Groups: 1
Total Items: 1
Current Local Time: 03/06/2012 10:59:22.417 A
Update Local Time: 03/06/2012 10:59:16.300 Al

[Current Update Rate: 1000 ms
Percent Deadband: 0.00%
Data Change Rate: 0.01 Items/Sec

D n.otrlkonOPC

The MatrikonOPC Explorer is useful for testing. You can use it for writing and reading OPC Tags



Alilases

In the “Matrikon OPCServer for Simulation” you can create Aliases. Aliases is handy
when you want to describe your OPC items using more realistic names.

o = S

@ MatrikonOPC Server for Simulation and Testing - Untitled

A-File Edit View Tools Help B
(@ DB E @ H ¥ aBH & 5

|
||Current configuration: \Contents of alias group '(root)":
Item Path

l Server Configuration
Alias Configuration

R/ | Update Rate

Data Type

Edit Alias
Insert New Alias... Ins

Delete Alias Del

Tip: You can create an alias called, e.g., “Temperature” which you can use instead of the

real OPC Tag Name
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OPC DA in LabVIEW

You can use LabVIEW as an OPC client by connecting to an OPC
server through a DataSocket connection.

The DataSocket palette in LabVIEW: Write l’)ata to OPC

Read Data from OPC 4 | 2, search | 222 viewl~ |

Browse OPC
Servers and OPC
ltems

Sl

Select

t... Datasocket s...

:- L=1)] E

Datasocket O, DataSockek ...

Daka

Close

Close Connection
to OPC Server

Open Connection
to OPC Server

Note! Make sure to use LabVIEW 32bit version (even if you have 64bit operating system)
because the DataSocket feature is only supported by the 32bit version of LabVIEW.
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LabVIEW OPC DA - Write

While Loop

Slocket Select URL.vi] DataSocket Open| [DataSocket Write| [DataSocket Cloze]
Select o> Write ~) pen [
[Wait (ms)]
o

Or specify URL directly: While Loop

opc://localhost/ DataSocket Ogenl DataSocket Writel DataSccket Closel
Matrikon.OPC.Simulation.1/ == 23 25
Bucket Brigade.Reald Open Close
o Write ¥ :Numeric Controll
[DBLgf———
o= o Wait (ms)l
Tip! Use the BucketBrigade Items — because T

they can be used for both reading and writing




Use OPC Explorer to Check Communication

' <8 p =
E Write to OPC Server.vi

File Edit

View Project Operate

Tools Window

Help

-~ BEleh

=

Numeric Control

LabVIEW.

Tip! Run the LabVIEW program and use the
— | Matrikon OPC Explorer to check if the datais
|| correctly written to the OPC Server from

=
% MatrikonOPC Explorer - [Untitied*]

<

"

File Server Group HIem View Help

TIACEIE L

He

GroupO
El- % Localhost "\\HANSHA-PC'

Item ID

. =@ Matrikon.OPC.Simulation. 1 @5 Bucket Brigade.Reald

;O National Instruments.NIOPCServers
OFE National Instruments.OPCFieldPoint

{  ..8& National Instruments.Variable Engine. 1
[+ “ Network Neighborhood

: Q Other Network Computers

22 Good, non-spedcific

< [ B T

Server Info

IServer: Matrikon.OPC.Simulation. 1

‘Connected: Yes

‘State: Running

Groups: 1

Total Items: 1

‘Current Local Time: 03/06/2012 10:59:22.417 A
Update Local Time: 03/06/2012 10:53:16.300 Al

Group Info

Group: Group0

Connected (Async I/0): Yes (2.0)
MatrikonOPC elea

Learn on your own time

Current Update Rate: 1000 ms
Percent Deadband: 0.00%

Data Ch Rate: 0.01 Items/S




Temperature Simulator Example

llf you do not have the TCO1 device available, you can create and use a

simple “Temperature Simulator” instead A simple SubVI that simulates a Temperature value using a

While Loop Random Generator:
Usee.g., an “Enum” {# simulated Temperature.vi Block Diagram ===

Control (or justa
String or Numeric

I‘* Si‘fqmgtgﬂ)'l'emp erature ~

T4 "Simulated Temperature” = pf

Simulated Termperature.vi

Wait (ms) Case Structure

File Edit Xiew Project Operate JTeoeols Window Help g
o | OIEIl‘-N:ll'E’ T |15ptAppIicatiDn Font |-_.'f\ I@ -

|Rr1d0rr1 Mumber (0-13]

[Ternperature Value]

pOBL ] |

emperaturg
oo D EL

Upper Limit (30]
[oELy

m

el
Lower Limit (20]
While Loop ; - | -
[ "Using TC-01", Default  ~f

In this way you can easily switch

between the real Temperature sensor

™ S R— et (TC-01) and the Simulator.
Here you just see a simple example -
Wiy Case Structure feelfree to create a more realistic

Temperature Simulator




How to create an “Enum” in LabVIEW

~—HControls 4, Search
Modern »
1" » i
iwzy (‘0 TPath]
Numeric Boolean  String & P...
v 0 ’
HL|
11 e
Array, Mat... List,Table ... Graph 1
e} = &8
o | +=HRing & Enum
Ring & En... Enum
= ) g 9
Variant & ... TextRing  Menu Ring
Silver . 5
i@ d&
System L
Classic Pict Ring Text & Pic...
Express v

2

Visible Items

Find Terminal
Change to Indicator
Change to Array

Make Type Def.
Description and Tip...

Create

Replace

Data Operations
Advanced

Fit Control to Pane
Scale Object with Pane

v v ww

Representation »
Display Format...

elect Item
Add Item After

Remove Item
Edit Items...
Disable Item

Enum Properties: Enum

[ Appearance F Data Type F Display Fulmatl Edit Items] Du(umEEIB

— (usedinthe

Items

Using TC-01

/

Simulated Temperature] 0]
1

es Insert

Temperature Simulator

2 .. Example)

Disable Item

Allow undefined values at run time

5
Enunj.
oy Simulated Temperature

Using TC-01

OK Cancel Help

MusingTc-01" ¢ "Simulated Temperature”, Default
v "Using TC-01"

Enum




D Configure Convert from Dynamic Data [Convert from Dynamic Data]

‘Conversion Input Signal
Channel ([N

Resulting data type
1D array of scalars - most recent value -~ Channel 1 -
1D array of scalars - single channel p—
2D array of scalars - columns are channels

| v
I l a I I l I C a a Scaler Data Type A
@Floating point numbers (double) : T\r:ne

(O Boolean (TRUE and FALSE) Result Preview

Amplitude

qRetum Customize¥ m Channel
0 s
Single value (deuble)

convert from Dynamic
2

—_— If your Program crash when sending data to
@ Convert from Dynamic Data .
OPC server from DAQ device, make sure to use

the “Convert from Dynamic Data” block
Cancel Help

Sample Data

Datasacket Select URL'Wl DataSocket Open DataSocket Write DataSocket Close Simple EerrHandler.\ril
(}" Clase

Select

Open

@

DAC Assistant |CDnvert from Dynamic Data|
data i

N
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Read from OPC Server using LabVIEW

While Loop

aaSIocket Select URLvi| [Datacocket O en] DataSocket Close]
el 250 25 0] 2 os]
52';‘“' Open @—J S

= Iose
Numeric Control
= @

@ 2) €

Wait (ms)

Or specify URL directly: il Loop

opc://localhost/ M&l taSocket Close|
ose

Matrikon.OPC.Simulatiocn.1/
Bucket Brigade.Reald -

Wait (ms)




Log Data to File

While Loo

Simple Example of how to log data RE-DT_q ; ;
; ; § ,
toa .Measurement File using the e :
“Write To Measurement File” write 1o
function in LabVIEW Sruited Temperaturei] _pomperatureData] | Measurement
J-‘_ Signals
{3 Log Data to Filewi
File Edit View Project Operate Tools Window Help M =)
i = (@]
i
rFiIe Path . .
qu" M:AAWorl\Lab\Lab Worl\Master\Industrial INOPC Lab\Example Code\data.hem |E]] i Int Xxam ple we jUSt
generate some random
Temperature Data i
25,5 @ Record = d ata .

N In your case you shall log
‘. s | E\\the data received from the
| QB S80I logging On/Off

« (1] | [




Log Data to File - Properties

Recommended Settings
in the Properties
Window (Right-click on
the “Write To
Measurement” File icon):

i3 Configure Write To Measurement File [Write To Measurement File]

Filemame
=Met A Path=.lhvm

Action
@ Save to one file
[] Ask user te choose file
@ Ask only once
Ask each iteration
If a file already exists
~) Rename existing file
~) Use next available filename
) Append to file

@ Owerwrite file

) Save to series of files (multiple files)

Settings...

File Description

File Format

@ Text (LVM)
) Binany (TDMS)
() Binary with XML Header (TDM)

Lock file for faster access

Segment Headers

(1 One header per segment
1 One header only

@ Mo headers

X Value (Time) Columns
) One column per channel
@ One column only

) Empty time column
Delimiter

i@ Tabulator

Comma

Adwvanced...

[ QK ] [ Cancel ] [ Help




Measurement File — Data Visualization

Openthe File with Logged Dataine.g.,
Notepad:

Here we see an example where we have opened the File
with Logged Datain MS Excel and created a Chart

Y

—I da‘l;a.l'.-rm - Motisblokk : : I_':' |1_~|| = & 9~ ¢ = data.lvm - Microsoft Excel s = [>c)

pFIIGDFé]e;[I:]gDer - ZVI;BE?EISP Home Insert Page Layout Formulas Data Feview Wiew Add-Ins Load Test Acrobat Team &5 e = =P EE

1.000057 3.034256 = E i ElE Gy shapes - #x Line - - =l @@ A = 4d- [ o

2,000114 96,085178 IPE2 IEE Iﬂl 1] T smartart & pic - |- E = I =l &

3,000172 42 400039 FivotTable Table Picture Clip .. Column Sparklines|  slicer Hyperlink Text Header Symbols

4,000229 60 ,599197 - Art &3+ Screenshot - - Bpsar- Q- ~ Box & Footer "8 -

5,000286 22,520158 Tables Ilustrations Charts = Filter Links Text

5,000343 B1,503611 031 - 2 -

7, 000401 68 ,0624526 = '

E,Q000458 77 ,277055 A B C F 1 J K e

8000458 77.277033 e Make surerto Add Units! =

10,000572 54 ,137382

11 ,000629 74 ,727715 2 o 2,386565 /

12,000687 24 , 685505 3 1 3,034256 “

13,000744 73,602692

14 ,000801 60 ,961027 4 2 96,085178 Temperature

14 ,999858 8,846917 e 3 42,400039 120 A

15,999916 21,794901 5 4 69,599197 Temperature 3

16,999973 84,728618 = 5 23,530158 100

18,000020 12,751931 = 6 81503611

19,000087 56,035920 x 80

20 ,000144 2,807199 = 7 68,624526 or

21 , 000201 20,545774 10 8 F7.277055 s j A r\

22 ,000258 29,459929 oo 5 75 583821 &0 v —

23,000316 3,460532 z v" \I‘ ’\A \ I \ \

24 ,0003732 84 048125 12 10 54,137382 40

25,000430 34 ,565660 13 11 74,727715 ' v \I U\ A \ \

26,0004 87 9,269143 20

27.000545 7.755830 1 121 24635505 v V U !

28,000602 55,102455 = 13 73,602692 0 T

29,000659 95,010244 16 14 60,9 7 0O 2 4 6 & 101214 16 18 20 22 24 26 28 30 52 34

30,000716 48,794147 = 15 2,84

21 ,000773 20,263779 i 16 1. 79450

32 ,000831 94 , 089261 - 1

331990588 24:0%e a1 15 - saomes Make sure to format number of Decimals

33,999945 14 ,155009 20 18 12751931 Tl
4 4 » M| data ¥ [DER n ] » [l

- Ready | |[EH|ED B 100% (=} ] (+)

| |
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“Next Generation” OPC

“Classic” OPC “Next Generation” OPC
- OPCDA o
~ OPCHDA | —  OPCUA |
~ OPCA&E

—/
... (Many others)



Classic OPC vs. OPC UA

Classic OPC (DCOM) OPC UA

The server (or clients)
can be an embedded
system LINUX,

OPC UA Server

OPC Client OPC UA Client

Classic OPC requires a Microsoft Windows operating system to implement COM/DCOM server functionality. By utilizing SOA and Web
Services, OPC UA is a platform-independent system that eliminates the previous dependency on a Windows operating system. By
utilizing SOAP/XML over HTTP, OPC UA can deploy on avariety of embedded systems regardless of whether the system is a general-
purpose operating system, such as Windows, or a deterministic real-time operating system.

http://www.ni.com/white-paper/13843/en/



http://www.ni.com/white-paper/13843/en/

Next Generation OPC

COM/DCOM ! XML, HTTP, SOAP

[ OPC Classic }H Next Generation OPC>[ OPC UA

S OPC DA 1 Windows only Cross-platform All specifications
s OPC HDA I Windows, Linux, collected in one
O/}c. Mac, Embedded,
%5, | OPC A&E | | vwons (DA, HDA, A&E)
0

Protocols: “UA Binary” or “UA XML”

: OPC DA Server <):> OPC Simpler!!

|

 OPCHDAServer |<—>| Client | | OPCUAServer | <~ | OPCUAClient |
|
|

( ) DCOM
_ OPC A&E Server |<—— ( ) (everything built into one)




Firewall

N .
st} [ OPC Classic }

%N\g Client

el’l/a//

[ OPC Classic Server }

To open DCOM through firewalls demanded a large hole in the firewall!
Impossible to route over Internet!

% ' OPC UA Client |

s
l/l/a//
No hole in firewall (UA XML) or just a simple needlestick (UA Binary) is necessary
Easyto route over Internet!

Network/

[ OPC UA Server ]
Internet




OPC UA (Unified Architecture)

OPC UA solves problems with standard/classic OPC
* Works only on Windows
e Cumbersome to use OPC in a network due to COM/DCOM

* OPC UA eliminating the need to use a Microsoft Windows
based platform of earlier OPC versions.

* OPC UA combines the functionality of the existing OPC
interfaces with new technologies such as XML and Web
Services (HTTP, SOAP)

* Cross-platform

* No dedicated OPC Server is no longer necessary because the
server can run on an embedded system



OPC UA Protocols

* OPC UA supports two protocols.

— “UA Binary” protocol opc.tcp://Server
This uses a simple binary protocol

— “UA XML” protocol http://Server

This used open standards like XML, SOAP (-> Web
Service)

* Thisisvisible to application programmers only via
changes to the URL.

* Otherwise OPC UA works completely transparent to
the API.



OPC UA Security

One of the most important benefits of eliminating the reliance on COM/DCOM
technology is the expanded security features.

e oect
- | e——

OPC UA

Client

e @ K
[Figure: http://www.ni.com/white-paper/13843/en/]
* OPC UArequires handshaking between clients and servers using X.509 Web standard
certificates for authentication before they are able to talk with one another.
* To communicate between the server and client, the user can choose from three kinds of
messaging modes: None, Sign, Sign and Encrypt.

* OPC UA can communicate through any standard HTTP or UA TCP port. Through this
standardization, OPC UA can connect securely over a VPN and through firewalls to allow

seamless, remote client-to-server connectivity. http://www.ni.com/white-paper/13843/en/


http://www.ni.com/white-paper/13843/en/

Classic OPC and OPC UA Compatibility

Because of the shift in data communication technology, the OPC UA protocolis not inherently backwards compatible with Classic OPC data access (DA) models!

Classic OPC COM-based Clients require a UA Proxy to communicate with UA Servers:
UA Proxy

£ UA TCP

or

DCOM . ar

OPC COM OPC COM Clients HTTP/SOAP OPC UA
Client — ‘ Server

OPCCOM OPC UA
SY=1a%=1g Client

Classic OPC COM-based Servers require UA Wrappers to interact with UA Clients:

UA TCP UA Wrapper
o~ for
DCOM
OPC UA HTTP/SOAP OPC COM Servers OPC COM
Client — — Server

OPC UA OPCCOM
Server Client


http://www.ni.com/white-paper/13843/en/

OPC UA Scenario

This OPC UA Scenario shows multiple OPC UA Clients made with different Programming
Languages where some Write Data and others Read Data from an OPC Server, e.g., “OPC
UA Server Simulator” or “LabVIEW OPC UA Server”.

OPC UA
MATLAB Client
TC-01
Thermocouple ™ Since OPCis an open

Writel
standard, there is no problem

[ OPC UA Server } using different programming

[ OPC UA } # Simulator languages or using different
LabVIEW Client or devices (e.g., PLCs) from

Write [ LabVIEW OPC } different vendors.

UA Server

| 2 )|

OPC UA Read Read OPC UA
[ LabVIEW Client } MATLAB Client
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OPC UA Server Simulator

This free OPC UA Server tool supports data access and
historical access information models of OPC UA.

Consequently, it provides simulated real-time and
historical data.

Moreover, users can configure their own tags and the
data simulation via CSV files.

OPC UA clients can monitor real-time data and explore
history data from this simulator.

https://opcfoundation.org/products/view/opc-ua-server-
simulator



https://opcfoundation.org/products/view/opc-ua-server-simulator
https://opcfoundation.org/products/view/opc-ua-server-simulator

OPC UA Server Simulator

Login » Create Account «» ContactUs [fil] [@]

OPC DA % = APR 25;29, 2022 JERsTEn

FOUNDATION INTERNATIORAL “Z el DIGITALEVENT

The Industrial Interoperability Standard™

Search -

About ~ Membership ~ Products ~ Certification ~ Markets & Collaboration Resources ~ News & Events ~

https:#/opcfoundation.org

Products » OPC

ver Simulator

OPC UA Server Simulator

- =-—B] _. === Member: Integration Objects

l e | — | -  Product website: integrationobjects.com/sioth-opc/sioth-opc-unified..
Integration Objects’ OPC UA Server Simulator is a free to use and distribute OPC

Unified Architecture server utility. Indeed, you can use this OPC UA simulator to play
the role of OPC UA servers and test your OPC UA Client applications.

This free OPC UA Server tool supports data access and historical access information medels of OPC UA.
Consequently, it provides simulated real-time and historical data. Moreover, users can configure their own tags and the
data simulation via CSV files. OPC UA clients can monitor real-time data and explore history data from this simulator.

Back

SUBSCRIBE NEWSLETTER
BECOME AMEMBER

. Newest Members

SAMSON
AKTIENGESELLSCHAFT
Wuhan University
Transpara

CET Electric Technology Inc.
Linutronix GmbH

[B certified Products

VMS CPCUA Server
ACCON-OPC-Server UA
PLCnext Controller AXC F 2152
Collaborative Information Server

https://opcfoundation.org/products/view/opc-ua-server-simulator
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OPC UA Server Simulator

B OPC UA Server Simulator — >

File ~ Settings ~ Help -

Server Endpoints LRLs opcicp://ups15hph 62640/ IntegrationObjects/ ServerSimulator E

4 Sessions

Sessionld Mame ser Last Contact

| Subscriptions

Subscription|d Publizhing Interval ftem Count Seq Mo

Status: Running  Current Time: 11:01:11 Sessions: |  Subscripbons: 0 ltems: 0




OPC UA Server Simulator

The OPC UA Server Simulator uses 2 CSV simulation
files:

“AddressSpace.csv” used to build the address
space of the OPC UA Server.

“ValueSpace.csv” used to simulate the data values
of the OPC UA items.

Those two files are located at the following path:
X:\Program Files (x86)\Integration
Objects\Integration Objects' OPC UA Server
Simulator\OPC UA Server Simulator\DATA



“OPC UA Client” Tool

e “OPC UAClient” is a free client tool that
supports the main OPC Unified
Architecture information models.

* These models are Data Access, Alarms &
Conditions, and Historical Data Access

* https://integrationobjects.com/sioth-
opc/sioth-opc-unified-architecture/opc-
ua-client/



https://integrationobjects.com/sioth-opc/sioth-opc-unified-architecture/opc-ua-client/
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Welcome Halvorsen Hans-Petter - 6 Ask Us a Question

Digital Transformation OPC Products Services Training Company Partners Downloads Contact Us

Home / OPC Products / OPC UA / OPC UA Client

@ OPC Tunneling OPC UA Cllent

OPC UA

» OPC UA Server Simulator - Download free OPC UA Client and start your OPC UA tests now!
Full Edition

OPC UA Client is a free client tool that supports the main OPC Unified Architecture information models. These models

> OPC UA Server Toolkit are Data Access, Alarms & Conditions, and Historical Data Access. In fact, it offers the capability to:

OPC UA loT Brok B
r ol Broker » Discaver local and remote OPC UA servers

» OPC UA Server for » Establish secure communication channels )
» Browse the address space of any OPC UA compliant server

Databases » Monitor real-time data and alarms & conditions
» OPC UA Client Toolkit » Explore and update history data
» OPC UA Server Simulator Moreover, this OPC UA explorer allows you to generate its self-signed Application Instance Certificate in order to

provide application level security and secure the connections with OPC UA servers.
r OPC UA Proxy

WM View Tutorial Video of OPC UA Test Client & OPC UA Wrapper

» OPC UA Wrapper

» OPC UA Client
QPC Data Archiving
OPC Clients

OPC Servers

OPC Client Toolkits

—
OPC UA Client

OPC Free Tools

OPC Server Toolkits
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OPC UA .NET SDK

The “OPC UA .NET SDK” comes
with an evaluation license which
can be used unlimited for each
application run for 30 minutes

It comesin a NuGet Package
you can install and use in your
Visual Studio Project

https://opcfoundation.org/produ

cts/view/opc-ua-net-sdk-for-
client-and-server

- OPC DAY put?
FOUNDATION INTERNATIONAL '~ ok

The Industrial Interoperability Standard™

Membership ~ Products ~ Certification ~ Markets & Collaboration

OPC UA .NET SDK for Client and Server

UA Product website: opcua.traeger.de

I OPC Member: Traeger Industry Components GmbH

OPC UA

Client & Server
in C#/VB.NET
quick and easy.

Introduction: https://opcua.traeger.de/

Development: https:/docs.traeger.de/en/software/sdk/opc-ua/net/
NuGet Package: https://www.nuget.org/packages/Opc.UaFx.Advanced/
Samples: https:/github.com/Traeger-GmbH/opcuanet-samples/

Description

The OPC UA .NET SDK allows rapid and easy development of Client and / or Server applications using .NET. With a
few lines of code you can realize your application in minutes. The SDK is provided for .NET Standard 2.0+, .NET Core
3+ and .NET Framework 4.6+. Therefore the SDK supports Windows, Linux, macOS, Android, IOS and Unity. No
installation required, just download the ZIP or NuGet package and get started.

Features

« OPC UAwith DA, AE, HDA and more
+ OPC UA Companion Specifications

+ OPC Classic (with just a different URI)


https://opcfoundation.org/products/view/opc-ua-net-sdk-for-client-and-server
https://opcfoundation.org/products/view/opc-ua-net-sdk-for-client-and-server
https://opcfoundation.org/products/view/opc-ua-net-sdk-for-client-and-server

NuGet Package

o0 File Edit View Git Project Build Debug Test Analyze Tools Extensions Window Help [Search (Ctrl+Q) 2| & = [m] >
‘@0 i@-es | © -« - | Debu-|[Any CPU  -|[OPCUACIient -| » oPCUAClient - > « -|Cs| &3 . & Live Share &
50 NuGet:...UAClient + > [geliis e Form1.cs [Design] ~ & Solution Explorer - n =
ar NI~ =]
- @ e - [ ]
T8 Browse Installed Updates NuGet Package Manager: OPCUACIlient ! == ! - 2
=3 Search Solution Explorer (Ctrl+") P|' &
N [opc.ua x[-] © [J Include prerelease Package source: & G5 Solution 'OPCUACIlient' (1 of 1 project) 2
= + B OPCUAClient g
= R 4 #8 Dependencies «n
I Opc.Uan.CIIent % nuget.org b & Analyzers
Opc.UaFx.Advanced by Traeger.de, 82.9K downloads 2.21.0 b oo B
OPC UA .NET Standard / .NET Framework / .NET Core SDK for simple and _
fast Client and Server Develonment within seconds Version: Latest stable 2.21.0 'H Install | « B Forml.cs
b ¢# Forml.Designer.cs
Opc.UaFx.Client by Traeger.de, 52.2K downloads 2.21.0 ) Options & Forml.resx
OPC UA .NET Standard / .NET Framework / .NET Core SDK for simple and o b ¢= Program.cs
fast Client Development within seconds.
Description
e i i 1.4.367.95
OPCFoundation.NetStandard.Opc.Ua by OPC Foundation, & OPC UA Client SDK supporting OPC DA, AE and
This p_ackage contains the OPC UA reference implementation and is HDA for quick & easy OPC UA Client
targeting the .NET Standard Library. development using .NET Framework and .NET
- OpcLabs.QuickOpc & by OPC Labs, 147K downloads 5.62.1032 Standard. Simple & familiar _NET APIL,
Rapi ; portability, features, patterns, samples and
apid OPC client development. Supports OPC Data Access, XML-DA, technical support. Unlimited free evaluation &
Alarms&Events and Unified Architecture (OPC UA), including PubSub.... royalty free ?izens.ing Designed and
EPC - i i i '
OPCFoundation.NetStandard.Opc.Ua.Core by OPC Founda 1.4.367.95 g:';;'“;?%'hﬁgi#ﬁé’;gby‘%;’:;’;trsmﬁéé?ﬁ‘gg;'j Solution Byplorer [ETRCIENEES
OPC UA Core Class Library Bavaria with over 30 years of experience in Properties - 1 3

[ Ready

opc.ua.pubsub.dotnet.binary by Siemens AG, 10.7K downloads 1.0.16
The opc-ua-pubsub-dotnet binary is a library which implements OPC UA
PubSub encoding and decoding in a simplified way. This package contains...
opc.ua.pubsub.dotnet.client by Siemens AG, 10.1K downloads 1.0.16
The opc-ua-pubsub-dotnet client is a library which implements OPC UA
PubSub communication via MQTT protocol in a simplified way.
OPCFoundation.NetStandard.Opc.Ua.Client by OPC Founc 1.4.367.95
OPC UA Client Class Library
OPCFoundation.NetStandard.Opc.Ua.Configuration by 1.4.367.95
OPC UA Configuration Class Library
OPCFoundation.NetStandard.Opc.Ua.Server by OPC Four 1.4.367.95
OPC UA Server Class Library

4.367.95

OPCFoundation.NetStandard.Opc.Ua.Security.Certific 1
OPC UA Security X509 Certificates Class Library

industrial communication.

NEW!
Samples available at https://github.com/
Traeger-GmbH/opcuanet-samples

OPC Watch

Download: https://docs.traeger.de/en/
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Features:
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* Others:
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OPC UA Write Example

private void btnOpcWrite_Click(object sender, EventArgs €)

{
string opcUrl = "opc.tcp://localhost:62640/";

var tagName = "ns=2;s=Tag7";

var client = new OpcClient(opcUrl);
client.Connect();

double temperature;
temperature = Convert.ToDouble(txtOpcDataWrite.Text);

client.WriteNode(tagName, temperature);

client.Disconnect();



OPC UA Read Example

private void btnOpcRead_Click(object sender, EventArgs e)

{
string opcUrl = "opc.tcp://localhost:62640/";

var tagName = "ns=2;s=Tag7";

var client = new OpcClient(opcUrl);
client.Connect();

var temperature = client.ReadNode(tagName);
txtOpcDataRead.Text = temperature.ToString();

client.Disconnect();
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MATLAB OPC UA - Write

. Locate Your OPC UA Server

serverList = opcuaserverinfo('localhost’)
. Create an OPC UA Client
uaClient = opcua('localhost’, port)

. Connectto the Server

connect (uaClient)

. Browse OPC UA Server Namespace
serverNodes = browseNamespace (uaClient)

. Write Current Values to the OPC UA Server

newValue = 22.5
writeValue (uaClient, serverNodes, newValue);

. Disconnect

disconnect (uaClient)



MATLAB OPC UA - Read

. Locate Your OPC UA Server

serverList = opcuaserverinfo('localhost’)
. Create an OPC UA Client
uaClient = opcua('localhost’, port)

. Connectto the Server
connect (uaClient)

. Browse OPC UA Server Namespace
serverNodes = browseNamespace (uaClient)

. Read Current Values from the OPC UA Server
[val,ts,qual] =
readValue (uaClient, serverNodes)

. Disconnect
disconnect (uaClient)
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OPC Tunneller

Problem: Sending OPC Data between 2 (or more) Computers in a Network, or even
worse, over Internet. OPC DA uses COM/DCOM. This makes it complicated to make it
work in a modern Network

O/EC Client

Tunneller
Software

Network/Internet
%

Solution: Use OPC Tunneller Software that makes an open tunnel between the 2 network
nodes. The goal of OPC tunnelingis to eliminate DCOM, i.e., replacing the DCOM
networking protocol with TCP.



OPC DA in Network

* OPC DA uses COM/DCOM ->Complicated to
make it work in a modern Network!!

* Solution: Use an OPC Tunneller Software, e.g.:
(30 days free trial)

(Trial software
works only 1 hour, then needs to be restarted)

Network E  so | =15
etwork or :
8 —> | $08 |+ | ==mPC
Internet :
DataHub DataHub .
OPC Server OPC Tunneller ¢ OPC Tunneller OPC Client
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