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• OPC - “Open Process Control”/“Open Platform 
Communications”

• A standard that defines the communication of data 
between devices from different manufactures

• Requires an OPC server that communicates with the 
OPC clients

• OPC allows “plug-and-play”, gives benefits as reduces 
installation time and the opportunity to choose products 
from different manufactures

• Different standards: “Real-time” data (OPC DA), 
Historical data (OPC HDA), Alarm & Event data (OPC AE), 
etc. 

What is OPC?



Basic OPC concept

OPC Client

OPC Client

OPC Server
OPC Client

Data Repository

Send Data (Write) to OPC Server
or Retrieve Data (Read) from OPC Server

We have OPC Servers, and we have 
OPC Clients.
Data are sent between the OPC Clients 
and the OPC Server



OPC Specifications
OPC DA (Data Access)
The most common OPC specification is OPC DA, which is used to read and write “real-time” 
data. When vendors refer to OPC generically, they typically mean OPC DA.
• OPC HDA (Historical Data Access)
• OPC A & E (Alarms & Events)
• ... (many others)
These OPC specification are based on the OLE, COM, and DCOM technologies developed by 
Microsoft for the Microsoft Windows operating system family. This makes it complicated to 
make it work in a modern Network! Typically, you need a Tunneller Software in order to share the 
OPC data in a network (between OPC Servers and Clients)

OPC UA (Unified Architecture)
OPC UA eliminating the need to use a Microsoft Windows based platform of earlier OPC 
versions. OPC UA combines the functionality of the existing OPC interfaces with new 
technologies such as XML and Web Services (HTTP, SOAP) 



“Next Generation” OPC

OPC DA

OPC HDA

OPC A&E

OPC UA

“Classic” OPC “Next Generation” OPC

... (Many others)



Typical OPC Scenario
OPC-Server

Network

OPC-Client

OPC-Client

Process

Data

Data Acquisition

PLC, PAC, DCS, SCADA

Actuators and Sensors

OPC-Client

Data Data



Data Acquisition (DAQ)

A DAQ System consists of 4 parts:
1. Physical input/output signals, sensors
2. DAQ device/hardware
3. Driver software
4. Your software application (Application software)

NI DAQmx Driver

Your App created with LabVIEW

NI TC-01 Thermocouple 
or USB-6008 Device

Sensors, etc.



Use Case Scenario for DAQ and OPC System
Factory A, Porsgrunn

Factory B, Bergen

Headquarter, Drammen

Office Building, OSLO

OPC DA 
Server

OPC UA 
Server

Sensor B1

Sensor A1
OPC DA 

Write Client

OPC UA 
Write Client

OPC UA 
Read Client

OPC DA 
Read Client

The Process Manager sits 
in his office and Monitoring 
and Analyzing Data for the 
entire System.

Sensor A2 OPC UA 
Write Client

A typical factory can include both OPC DA and OPC UA parts
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TC-01 Thermocouple Sensor

https://www.ni.com/en-no/support/model.usb-tc01.html

Datasheet: https://www.ni.com/pdf/manuals/374918b.pdf

TC-01 Thermocouple Temperature Sensor is made by NI, the 
same company that develop LabVIEW 

Sample Rate: 4 Samples/S

https://www.ni.com/en-no/support/model.usb-tc01.html
https://www.ni.com/pdf/manuals/374918b.pdf


Getting Started with TC-01
The following window should pop up automatically when you plug in your NI 
USB-TC01 device in your USB port (if not, select “TC01Launcher.exe”):



Built-in Temperature Logger
The TC-01 comes with a built-in Temperature Logger (No Driver or programming needed): 



Measurement & Automation Explorer (MAX)

Make sure that your device can be located 
in MAX. Run a “Self-Test” and use the “Test 
Panels” to make sure the device works 
properly.



LabVIEW DAQ Assistant

When you place the DAQ 
Assistant on the Block 
Diagram, a Wizard 
automatically pops up 
where you configure what 
you want to do, i.e., if you 
want to Read or Write 
Data, Analog or Digital 
signals, which channel 
you want to use, etc.



LabVIEW DAQ 
Assistant

Select Input/Output Type

Select Channel

Set Properties



Read Data from TC-01 Device



Not working after you got a new Device?
Solution, Alt 1: Open MAX (Measurement & Automation Explorer) in order to Fix-it!

Delete Old Device

New Device
Rename the New Device with 
the same Name as the Old one

1 2

3



Not working after you got a new Device?
Solution, Alt 2: Change the Settings in the DAQ Assistant in your LabVIEW Application

1

2

3

Right-click and select “Change Physical Channel” 

Select the New Device 
in the List and click OK
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• USB-6008 is a DAQ Device from NI
• Can be used within LabVIEW
• NI-DAQmx Driver
• It has Analog and Digital

Inputs and Outputs

USB-6008



4 different types of Signals:
• AO – Analog Output
• AI – Analog Input
• DO – Digital Output
• DI – Digital Input

USB-6008



Temperature Sensors
In the Laboratory we have different types of Temperature Sensors 
that we can connect to the USB-6008 DAQ device:
• PT-100

– A Pt100 element is a RTD that uses platinum (Pt) as the resistor 
element. A Pt100 element is calibrated so that a temperature of 0°𝐶
yields a resistance of exactly 100Ω. 

• TMP36
– It provides a voltage output that is linearly proportional to the 

Celsius temperature. 
• Thermistor

– A thermistor is an electronic component that changes resistance to 
temperature - so-called Resistance Temperature Detectors (RTD).
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In the Laboratory we have a PT-100 device with Power Supply and PT-100 transducer: 

The PT-100 device can easily be connected to the USB-6008 DAQ device with Banana cables

You must scale the output to a 
temperature value in degree 
Celsius

In the laboratory we have 2 
different 
Transducers/Transmitters:

0 − 50℃ → 4 − 20𝑚𝐴
0 − 1 + 0℃ → 4 − 20𝑚𝐴



TMP36

TMP is a small, low-cost temperature sensor and cost about $1 (you can buy it “everywhere”)



Linear Scaling
Convert form Voltage (V) to degrees 
Celsius
From the Datasheet we have:

(𝑥1, 𝑦1) = (0.75𝑉, 25°𝐶)
(𝑥2, 𝑦2) = (1𝑉, 50°𝐶)

There is a linear relationship between 
Voltage and degrees Celsius:

𝑦 = 𝑎𝑥 + 𝑏

We can find 𝑎 and 𝑏 using the following 
known formula:

𝑦 − 𝑦1 =
𝑦2 − 𝑦1
𝑥2 − 𝑥1

(𝑥 − 𝑥1)

This gives:

𝑦 − 25 =
50 − 25

1 − 0.75
(𝑥 − 0.75)

Then we get the following formula:
𝑦 = 100𝑥 − 50



Wiring

5V

GND

AI0USB-6008
B

readboard

TMP36



Plotting Example



Thermistor

Our Thermistor is a so-called NTC (Negative Temperature Coefficient). In a NTC 
Thermistor, resistance decreases as the temperature rises.

There is a non-linear relationship between resistance and excitement. To find the 
temperature we can use the following equation (Steinhart-Hart equation):

1

𝑇
= 𝐴 + 𝐵 ln(𝑅) + 𝐶 ln(𝑅) 3 where 𝐴,𝐵, 𝐶 are constants given below

𝐴 = 0.001129148, 𝐵 = 0.000234125 𝑎𝑛𝑑 𝐶 = 8.76741𝐸 − 08

A thermistor is an electronic component that changes 
resistance to temperature - so-called Resistance 
Temperature Detectors (RTD). It is often used as a 
temperature sensor.

[Wikipedia]



Steinhart-Hart Equation
To find the Temperature we can use Steinhart-Hart Equation:

1

𝑇𝐾
= 𝐴 + 𝐵 ln(𝑅) + 𝐶 ln(𝑅) 3

This gives:

𝑇𝐾 =
1

𝐴 + 𝐵 ln 𝑅 + 𝐶 ln 𝑅 3

Where the Temperature 𝑇𝐾 is in Kelvin
𝐴, 𝐵 𝑎𝑛𝑑 𝐶 are constants

The Temperature in degrees Celsius will then be:

𝑇𝐶 = 𝑇𝐾 − 273.15

𝐴 = 0.001129148
𝐵 = 0.000234125
𝐶 = 0.0000000876741



Wiring

5V

GND

AI0

𝑅 = 10 𝑘Ω

Thermistor



LabVIEW Example
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MatrikonOPC Simulation Server

https://www.matrikonopc.com/products/opc-drivers/opc-simulation-server.aspx

MatrikonOPC Simulation Server is a 
free utility that provides Simulated 
OPC DA, OPC HDA, and OPC A&E 
Data for the Purposes of Testing OPC 
Clients.

https://www.matrikonopc.com/products/opc-drivers/opc-simulation-server.aspx


Matrikon OPC Explorer – Connect to Server

1

2

37

Problems with Matrikon Installation? 
Try Disabling the Firewall



MatrikonOPC Explorer Troubleshooting

• Problem: “When starting MatrikonOPC 
Explorer, I get an error indicating there are no 
servers installed”.

• Solution: 
– In OPC Explorer select View ->Options from the menu 

bar. 
– On the General Tab select both “OPCEnum” and 

“Registry” as the Browse Methods. 
– Exit OPC Explorer and restart. 
– Upon restarting, you should see a listing of locally 

registered OPC servers. 
– If this still does not work, remove OPCEnum as a 

browse method and restart.



Matrikon OPC Explorer - Add Tag

1

2

3

4

5

Double-click

Finished

Tip! Use the BucketBrigade Items – because they can be used for both reading and writing



MatrikonOPC Explorer (OPC Client) 

The MatrikonOPC Explorer is useful for testing. You can use it for writing and reading OPC Tags 



Aliases
In the “Matrikon OPCServer for Simulation” you can create Aliases. Aliases is handy 
when you want to describe your OPC items using more realistic names.

Tip: You can create an alias called, e.g., “Temperature” which you can use instead of the 
real OPC Tag Name
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OPC DA in LabVIEW

The DataSocket palette in LabVIEW:
Write Data to OPC

Read Data from OPC

Open Connection 
to OPC Server

Close Connection
to OPC Server

Browse OPC 
Servers and OPC 
Items

You can use LabVIEW as an OPC client by connecting to an OPC 
server through a DataSocket connection.

Note! Make sure to use LabVIEW 32bit version (even if you have 64bit operating system) 
because the DataSocket feature is only supported by the 32bit version of LabVIEW.
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LabVIEW OPC DA - Write

Or specify URL directly:

1 2 3 4

While Loop

While Loop

Tip! Use the BucketBrigade Items – because 
they can be used for both reading and writing



Use OPC Explorer to Check Communication
Tip! Run the LabVIEW program and use the 
Matrikon OPC Explorer to check if the data is 
correctly written to the OPC Server from 
LabVIEW.



Temperature Simulator Example
If you do not have the TC01 device available, you can create and use a 

simple “Temperature Simulator” instead A simple SubVI that simulates a Temperature value using a 
Random Generator:

In this way you can easily switch 
between the real Temperature sensor 
(TC-01) and the Simulator.
Here you just see a simple example -
feel free to create a more realistic 
Temperature Simulator 

Case Structure

While Loop

Case Structure

While Loop

Use e.g., an “Enum” 
Control (or just a 
String or Numeric 
Control)



How to create an “Enum” in LabVIEW

1 2 3

4

5

6

(used in the 
Temperature Simulator 
Example)



Convert from 
Dynamic Data

If your Program crash when sending data to 
OPC server from DAQ device, make sure to use 
the “Convert from Dynamic Data” block
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Read from OPC Server using LabVIEW

1 2 3 4

While Loop

While LoopOr specify URL directly:



Log Data to File
Simple Example of how to log data 
to a Measurement File using the 
“Write To Measurement File” 
function in LabVIEW

In this example we just 
generate some random 
data.
In your case you shall log 
the data received from the 
OPC ServerYou can turn logging On/Off



Log Data to File - Properties
Recommended Settings 
in the Properties
Window (Right-click on 
the “Write To 
Measurement” File icon):



Measurement File – Data Visualization
Open the File with Logged Data in e.g., 
Notepad:

Here we see an example where we have opened the File 
with Logged Data in MS Excel and created a Chart

Make sure to format number of Decimals

Make sure to Add Units!

℃
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“Next Generation” OPC

OPC DA

OPC HDA

OPC A&E

OPC UA

“Classic” OPC “Next Generation” OPC

... (Many others)



Classic OPC vs. OPC UA
Classic OPC (DCOM) OPC UA

OPC Server

OPC Client

OPC Client

OPC Client

Windows

Windows

Windows

Windows
OPC UA Server

OPC UA Client

OPC UA Client
Classic OPC requires a Microsoft Windows operating system to implement COM/DCOM server functionality. By utilizing SOA and Web 
Services, OPC UA is a platform-independent system that eliminates the previous dependency on a Windows operating system. By 
utilizing SOAP/XML over HTTP, OPC UA can deploy on a variety of embedded systems regardless of whether the system is a general-
purpose operating system, such as Windows, or a deterministic real-time operating system.

http://www.ni.com/white-paper/13843/en/

OPC UA Client

The server (or clients) 
can be an embedded 
system, LINUX, 
Windows, etc.

http://www.ni.com/white-paper/13843/en/


Next Generation OPC

OPC Classic OPC UA

OPC DA Server

OPC HDA Server

OPC A&E Server

COM/DCOM XML, HTTP, SOAP

Cross-platform Windows only All specifications 
collected in one 
(DA, HDA, A&E)

Next Generation OPC

OPC 
Client 

(DCOM)

OPC DA
OPC HDA

OPC A&E

OPC UA Server OPC UA Client

Protocols: “UA Binary” or “UA XML”

Windows, Linux, 
Mac, Embedded, 
VxWorks 

Simpler!!

(everything built into one)(everything built into one)



Firewall

OPC Classic Server
OPC Classic 

Client

OPC UA Server OPC UA ClientNetwork/ 
Internet

To open DCOM through firewalls demanded a large hole in the firewall!
Impossible to route over Internet!

No hole in firewall (UA XML) or just a simple needlestick (UA Binary) is necessary
Easy to route over Internet!

Network



OPC UA (Unified Architecture)
• OPC UA solves problems with standard/classic OPC

• Works only on Windows
• Cumbersome to use OPC in a network due to COM/DCOM

• OPC UA eliminating the need to use a Microsoft Windows 
based platform of earlier OPC versions. 

• OPC UA combines the functionality of the existing OPC 
interfaces with new technologies such as XML and Web 
Services (HTTP, SOAP)

• Cross-platform
• No dedicated OPC Server is no longer necessary because the 

server can run on an embedded system  



OPC UA Protocols
• OPC UA supports two protocols.

– “UA Binary” protocol opc.tcp://Server
This uses a simple binary protocol

– “UA XML” protocol http://Server
This used open standards like XML, SOAP (-> Web 
Service)

• This is visible to application programmers only via 
changes to the URL. 

• Otherwise OPC UA works completely transparent to 
the API.



OPC UA Security

• OPC UA requires handshaking between clients and servers using X.509 Web standard 
certificates for authentication before they are able to talk with one another.

• To communicate between the server and client, the user can choose from three kinds of 
messaging modes: None, Sign, Sign and Encrypt.

• OPC UA can communicate through any standard HTTP or UA TCP port. Through this 
standardization, OPC UA can connect securely over a VPN and through firewalls to allow 
seamless, remote client-to-server connectivity. http://www.ni.com/white-paper/13843/en/

One of the most important benefits of eliminating the reliance on COM/DCOM 
technology is the expanded security features.

[Figure: http://www.ni.com/white-paper/13843/en/]

http://www.ni.com/white-paper/13843/en/


Classic OPC and OPC UA Compatibility

http://www.ni.com/white-paper/13843/en/

Classic OPC COM-based Servers require UA Wrappers to interact with UA Clients:

Because of the shift in data communication technology, the OPC UA protocol is not inherently backwards compatible with Classic OPC data access (DA) models!

Classic OPC COM-based Clients require a UA Proxy to communicate with UA Servers:

http://www.ni.com/white-paper/13843/en/


OPC UA Scenario

LabVIEW OPC 
UA Server

OPC UA 
LabVIEW Client

OPC UA 
MATLAB Client

Write

Read

TC-01 
Thermocouple

OPC UA Server 
Simulator

OPC UA 
MATLAB Client

Write

OPC UA 
LabVIEW Client

Read

or

This OPC UA Scenario shows multiple OPC UA Clients made with different Programming 
Languages where some Write Data and others Read Data from an OPC Server, e.g., “OPC 
UA Server Simulator” or “LabVIEW OPC UA Server”.

Since OPC is an open 
standard, there is no problem 
using different programming 
languages or using different 
devices (e.g., PLCs) from 
different vendors.
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• This free OPC UA Server tool supports data access and 
historical access information models of OPC UA.

• Consequently, it provides simulated real-time and 
historical data. 

• Moreover, users can configure their own tags and the 
data simulation via CSV files. 

• OPC UA clients can monitor real-time data and explore 
history data from this simulator.

• https://opcfoundation.org/products/view/opc-ua-server-
simulator

OPC UA Server Simulator

https://opcfoundation.org/products/view/opc-ua-server-simulator
https://opcfoundation.org/products/view/opc-ua-server-simulator


OPC UA Server Simulator

https://opcfoundation.org/products/view/opc-ua-server-simulator

https://opcfoundation.org

https://opcfoundation.org/products/view/opc-ua-server-simulator
https://opcfoundation.org/products/view/opc-ua-server-simulator


OPC UA Server Simulator



OPC UA Server Simulator
The OPC UA Server Simulator uses 2 CSV simulation 
files:
• “AddressSpace.csv” used to build the address 

space of the OPC UA Server.
• “ValueSpace.csv” used to simulate the data values 

of the OPC UA items.
• Those two files are located at the following path:

X:\Program Files (x86)\Integration 
Objects\Integration Objects' OPC UA Server 
Simulator\OPC UA Server Simulator\DATA



• “OPC UA Client” is a free client tool that 
supports the main OPC Unified 
Architecture information models. 

• These models are Data Access, Alarms & 
Conditions, and Historical Data Access

• https://integrationobjects.com/sioth-
opc/sioth-opc-unified-architecture/opc-
ua-client/

“OPC UA Client” Tool

https://integrationobjects.com/sioth-opc/sioth-opc-unified-architecture/opc-ua-client/
https://integrationobjects.com/sioth-opc/sioth-opc-unified-architecture/opc-ua-client/
https://integrationobjects.com/sioth-opc/sioth-opc-unified-architecture/opc-ua-client/




OPC UA Client 



OPC UA Client 
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OPC UA in LabVIEW
http://zone.ni.com/reference/en-XX/help/371618J-1/TOC9.htm 

https://zone.ni.com/reference/en-XX/help/376230B-01/

Note! You need to install 
the LabVIEW OPC UA 

Toolkit

http://zone.ni.com/reference/en-XX/help/371618J-01/TOC9.htm
https://zone.ni.com/reference/en-XX/help/376230B-01/


LabVIEW OPC UA Toolkit
If you don’t find the OPC UA palette in LabVIEW, 
open the “NI License Manager” and check if 
the “OPC UA Toolkit” has a valid licence key.



LabVIEW OPC UA Server Example

77



LabVIEW OPC UA Client - Write



LabVIEW OPC UA Client - Read



OPC UA Client with Subscription

80

This is a more complex 
example where you read data 
on the client only when the 
value on the server is 
changed.

In this example we just subscribe for 
one item, the benefits with the 
subscription model will increase if we 
subscribe for many items. 

Step-by-Step Guidelines: http://zone.ni.com/reference/en-XX/help/376230A-01/

Right-click in order to create this

http://zone.ni.com/reference/en-XX/help/376230A-01/
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OPC UA .NET SDK
• The “OPC UA .NET SDK” comes 

with an evaluation license which 
can be used unlimited for each 
application run for 30 minutes

• It comes in a NuGet Package 
you can install and use in your 
Visual Studio Project

• https://opcfoundation.org/produ
cts/view/opc-ua-net-sdk-for-
client-and-server

https://opcfoundation.org/products/view/opc-ua-net-sdk-for-client-and-server
https://opcfoundation.org/products/view/opc-ua-net-sdk-for-client-and-server
https://opcfoundation.org/products/view/opc-ua-net-sdk-for-client-and-server


NuGet Package



private void btnOpcWrite_Click(object sender, EventArgs e)
{

string opcUrl = "opc.tcp://localhost:62640/";
var tagName = "ns=2;s=Tag7";

var client = new OpcClient(opcUrl);
client.Connect();

double temperature;
temperature = Convert.ToDouble(txtOpcDataWrite.Text);

client.WriteNode(tagName, temperature);

client.Disconnect();
}

OPC UA Write Example



private void btnOpcRead_Click(object sender, EventArgs e)
{

string opcUrl = "opc.tcp://localhost:62640/";
var tagName = "ns=2;s=Tag7";

var client = new OpcClient(opcUrl);
client.Connect();

var temperature = client.ReadNode(tagName);
txtOpcDataRead.Text = temperature.ToString();

client.Disconnect();
}

OPC UA Read Example
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1. Locate Your OPC UA Server
serverList = opcuaserverinfo('localhost’)

2. Create an OPC UA Client
uaClient = opcua('localhost’, port)

3. Connect to the Server 
connect(uaClient)

4. Browse OPC UA Server Namespace
serverNodes = browseNamespace(uaClient)

5. Write Current Values to the OPC UA Server
newValue = 22.5
writeValue(uaClient, serverNodes, newValue);

6. Disconnect
disconnect(uaClient)

MATLAB OPC UA - Write



1. Locate Your OPC UA Server
serverList = opcuaserverinfo('localhost’)

2. Create an OPC UA Client
uaClient = opcua('localhost’, port)

3. Connect to the Server 
connect(uaClient)

4. Browse OPC UA Server Namespace
serverNodes = browseNamespace(uaClient)

5. Read Current Values from the OPC UA Server
[val,ts,qual] = 
readValue(uaClient,serverNodes)

6. Disconnect
disconnect(uaClient)

MATLAB OPC UA - Read
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OPC Tunneller

OPC Server
OPC Client

Network/Internet

Tunneller 
Software

Tunneller 
Software

Problem: Sending OPC Data between 2 (or more) Computers in a Network, or even 
worse, over Internet. OPC DA uses COM/DCOM. This makes it complicated to make it 
work in a modern Network

Solution: Use OPC Tunneller Software that makes an open tunnel between the 2 network 
nodes. The goal of OPC tunneling is to eliminate DCOM, i.e., replacing the DCOM 
networking protocol with TCP.



OPC DA in Network
• OPC DA uses COM/DCOM -> Complicated to 

make it work in a modern Network!!
• Solution: Use an OPC Tunneller Software, e.g.:

– OPC Tunneller from MatrikonOPC (30 days free trial)
– Cogent DataHub Tunnelling Software (Trial software 

works only 1 hour, then needs to be restarted)
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